Jalkanen & Perttila 
Sheet 2 of 6 

Morgan & Finnegan, LLP 



7 8 



15 16 



23 24 



202 



206 

A 
210 t 



202 \ 



Format 



i 

i 
i 
i 



31 / 



200 



Format • 


Source port 


Destination port ID ! 


Length 


Checksum i 


Payload 






FIG. 2A 


+ , + 


— _ + _ 



-204 
• 208 

-212 



/ 



220' 



Destination port ID 



,204' 



I 

+ 



+ -- 



Payload data 
+ - — ■ 



212' 



■ + 



FIG. 2B 



o 
o 



2 3 



00 
<N 

m 



(N 



ro 
ro 



o 
Ti- 
ro 



5 

ro 



+ — + -•)+ +) + +)+-/+-/ +-/+ 

iH l Q) I i I I • It'll 



3 

C 

:c<3 o3 

ts s 

g ^ §' 
§ s e? 

^3 =c ^ 




+ 
i 

+ 

+ 
i 

+ 
i 

+ 
t 

+ 
+ 



§ 

4J + 

+ 
I 

+ 

+ 

CO + 
CO I 
+ 



U + 

0 i 

a + 



+ ^5 

O + <D 

+ 
1 

— + — 

00 i 

ro i 



a* + 



CU + 



H + 



I 

+ u 



a + a 



M 

o 
a 



~ + Q 
i 

r 



+ 
I 

+ 
I 

+ 

+ 
I 

+ 
I 

+ 

+ 
I 

+ 



O 



+ 
l 

+ 
i 

. + 
N i 
ctf + 

04 I 
+ 
I 

+ 
I 

+ 

I 

+ 
+ 
+ 

+ 

I 

+ 
I 

+ 



+ . 

IS 

I 

+ 

I 

+ 
+ 

I 

+ 

I 

+ 



ro 



Jalkanen & Perttila 
Sheet 4 of 6 

Morgan & Finnegan, LLP 



400 



Step 1* 



Step 2 - 



Step 3 - 



Step 4- 



Step5> 



An application in the device 102 opens a socket to listen to UDP 
connections. 

i 



The RFED reader included in the mobile device reads a datagram packet 
from the tag which is picked up by a directional coupler and transferred to 
the receiver input of the reader. 



The datagram packet is passed to the IP stack of the mobile device for 
processing. 



The IP stack strips away the UDP headers and checks the UDP checksum 
against the packet contents. If the checksum is not valid, the following 
steps are taken: 



Step 4(a)- 



Step 4(b)^ 



The IP stack notifies the RFED reader that the transmission 
has failed and requests a re-read. 






If the re-read should fai 
times (defined by the us 
options). If the retransn 
proceeds to Step 5. 


, then re-reading is attempted a few 
er/developer or compiler times 
mission is successful, the process 



Step 4(c) 



\ 



If no reading attempt succeeds, the IP stack can either drop 
the packet silently, or send a message to the user application 
designed to deal with RFED reader failures. 



Step 6 — - 



The IP stack passes datagram packets to the application 
listening to the UDP socket. 

i : 



The application then interprets the application and acts 
accordingly. ^^^^^^^^^^ _ 



FIG. 4 
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Step 1- 



Step 2- 

Step 3- 
Step 4- 

Step5- 



Step 6- 



Step 7- 



An application in the mobile device opens a socket to listen to UDP 
connections. 



The RFED reader reads the data from the tag via the reader's antenna. The 
signal is transferred to the input of the reader. _ 



The data packet is passed to the IP stack for implementation. 

i 



The IP stack processes the IP header and checks the destination of the 
packet. 



The IP header checksum is checked and if the checksum fails, a retry 
process is repeated as described at steps 4(a), 4(b), and 4(c) in the process 
400 



If the destination is the device itself (denoted by using a looped-back 
address in the IP header), the IP stack will strip away the IP header and 
continue to pass the payload to the application listening on the IP socket. 



If the destination is not the device, the packet will be routed accordingly. 



FIG. 5 



Jalkanen & Perttila 
Sheet 6 of 6 

Morgan & Finnegan, LLP 



Step i- 
Step 2- 

Step 3- 

Step 4- 



Step5- 



Step 6- 



Step7- 



Step8- 



An application opens a socket to locate a UDP/IP tag for writing purposes. 



The RFID reader transmits a RF signal to locate a tag having an erasable 
read-only memory or the like. 



600 



The tag transmits a signal to the reader including a datagram describing 
the data content of the tag. ^^^^ ■■ 



The reader processor determines if the tag is writeable, and, if so, alerts 
the application program executable in the mobile device or the network to 
prepare to transmit the data after the reader completes a handshake with 
the tag. . 



If the tag is not writeable, the reader disregards the tag signal and searches 
for another tag that is writeable. 



The application program transmits the data to the reader for retransmission 
to the tag. 



The tag receives the application data and stores the data which may 
include over-writing the erasable read-only memory with the application 
data. 



Upon completion of data transmission and storage, the tag transmits an 
acknowledgment signal to the application via the reader and IP stack. 



FIG. 6 



